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The Implementation of Authentication and Authorization and The

Security Issues in a Web Application

Abstract: JavaScript is a familiar way to develop web application in these days. In this paper, I addresses
the implementation of authentication and authorization of the client-side JavaScript-based web application.
A typical Web application might handle authentication, authorization and login on the server side. Other-
wise, a JavaScript -based web application has to be designed how the server and client sides handle each
function to realize authentication and authorization. The design to devide the function without page reload-
ing is discussed and then the framework to be able to develop efficiently is developed based on the conclusion.
Although the framework has an API for the client-side additional program, it can be called from the program

the application developer didn’t intend. The framework is prepared for unexpected accesses.
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Fig. 1 The Database Accessing without Authentication and Authorization.
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Fig. 2 The Database Accessing with Authentication and Authorization.
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